MpunoxeHune 2
MHO®POPMALIMOHHASA NAMATKA
AN ObYYAKOWMNXCA ANA PASMELLEHUA
HA O®ULIMAJTIbHBLIX MHTEPHET-PECYPCAX

C KaxAabIM roA0M MOJIOAEXWN B UHTEPHETE CTAHOBUTbLCS HONblUe, @ WKONIbHUKN OAHM
M3 CaMblX aKTMBHbIX Mofib3oBaTenen PyHeTa. Mexay TeM, MOMMMO OFPOMHOIO
KOIMYeCcTBa BO3MOXHOCTEN, MHTEPHET HeceT W npobnsiembl. DTa namsATka AOSKHA
noMoub Tebe 6e3o0nacHO HaxoAMUTbCS B CETHU.

KomnbloTepHble BUPYChbI

KOMNbIOTEPHBLIN  BUMPYC - 3TO  PasHOBMAHOCTb  KOMMbIOTEPHbIX  MpoOrpamm,
OT/IMYNTENIbHON OCOBEHHOCTLIO KOTOPOWN SABASIETCS CNOCOBHOCTb K pa3sMHOXeHuto. B
AOMOJIHEHNE K 3TOMY, BUPYCbl MOryT MOBPEeAUTb WM MOJSIHOCTbIO YHUUYTOXWUTb BCEe
¢dannbl WU AaHHble, NOAKOHTPOSbHbIE MOMb30BATEN0, OT WMMEHW KOTOporo 6binia
3anyweHa 3apaxeHHas nporpamMMa, a TakKXe MNOBpeAuTb WAW AaXe YHUYTOXWUTb
OnepaumoHHYID CUCTEeMY CO BCeMW dannamm B uUenoM. B 6onblIMHCTBE Cny4yaes
pacnpoCTPaHSATCS BUPYCbl Yepe3 MHTEPHET.

MeToAbl 3aWnTbl OT BPeAOHOCHbIX MPOrpamMMm:

1. icnonb3yi coBpeMeHHble OnepaunoOHHbIE CUCTEMbI, UMEIOLLNE CEPbE3HbIN YPOBEHb
3alNTbl OT BPeAOHOCHbIX Nporpamm;

2. MNMocToaHHO ycTaHaBnmBam naytm (UndpoBble 3annaTkM, KOTOpble aBTOMaTU4YeCKM
yCTaHaB/IMBAKOTCA C uenbio AopaboTku nporpamMmbl) U apyrve obHoBNeHWs CBoek
onepaumoHHON cuctembl. CkaumBam X TONbKO C oduUManbHOro carta paspaboTumka
OC. Ecnun cyLwecTByeT pexuM aBToMaTM4YeCcKoro o6HOBNEHUS, BK/OUM €ro;

3. Pabotan Ha cBoeM KOMMblTEpe noh nMpasBaMuM MNONb30BaTeNns, a He
aAMUHUCTpaTopa. DTO He nMOo3BOAUT OONbLWMHCTBY BpPeAOHOCHbIX MNporpamMM
MHCTaNIMPOBaTbCA Ha TBOEM MepCcOHaNlbHOM KOMMbOTEPE;

4. icnonb3yn aHTUBUPYCHble NpPOrpaMMHble NPOAYKTbl M3BECTHbLIX NMPOU3BOAUTENEN,
C aBTOMaTM4yeckmm obHoBeHMeM 6a3;

5. OrpaHnyb GM3MYeCcKnin 40CTyN K KOMMNbIOTEPY AN NOCTOPOHHUX NuL;

6. Micnonb3yi BHELWHME HOCUTEN MHGOpMaLmKn, Takne Kak dnewka, guck nan damn
N3 MHTepHeTa, TONIbKO N3 NPOBEPEHHbIX NCTOYHUKOB;

7. He oTKkpbiBah KOMMNbIOTEPHbIE alfbl, NONYYEHHbIE U3 HEHAAEXHbIX NCTOYHMKOB.
Odaxe Te ddannbl, KOTOpble Mpucnan TBOWM 3HAKOMbIM. Jlyywe YyTOYHW Yy Hero,
oTNpaBnan nu oH Tebe unx.

Cetn WI-FI

Wi-Fi - aTo He BMA nepedaym AaHHbIX, HE TEXHOIOIMMS, a BCero nnwb 6peHa, Mapka.
Ewe B 1991 roay HuaepnaHAackas KomMnaHusa 3apernctpuposana 6peHa "WECA", yto
obo3Havano cnosoco4vyetaHme "Wireless Fidelity", koTopbih nepeBoaMTCA Kak
"6ecnpoBoaHas TOYHOCTL".



[o Hawero BpeMeHn powna gpyras abbpesBunaTypa, KOTOpas SBASETCA TakKoW Xe
TexHonormnen. 3to abbpesmatypa "Wi-Fi". Takoe Ha3zBaHue 6bINO AaHO C HAMEKOM Ha
CTaHAapT BbICeN 3BYKOBOWM TexHukM Hi-Fi, 4To B nepeBoge o3HayaeT "Bbicokas
TOYHOCTB".

Oa, 6ecnnaTHbll WHTEpHeT-AoCTyn B Kade, OoTensax W asponopTax sBAsETCSA
OT/IMYHON BO3MOXHOCTbI BbIXOAA B MHTEpPHET. HO MHOrmMe 3KCrnepTbl CYUTAKOT, 4TO
obwepnoctynHble Wi-Fi ceTn He aBnsoTcsa 6e30nacHbIMU.

Cosetbl No 6e3onacHocT paboTbl B 06wenocTynHbix ceTsax Wi-fi:

1. He nepepaBan cBOW NMYHYO MHMDOpMauuto 4yepe3 obuenoctynHbie Wi-Fi ceTtwn.
Pabotas B HWX, XenatenbHO He BBOAMTbL MaApoaM AOCTyna, JSIOTMHbI U Kakue-TO
HOMepa;

2. Ncnonb3yn n obHOBNSA aHTMBUPYCHblE NporpamMmMbl U 6paHaMayep. TeM cambiM Thl
obe3onacuwb ceba OT 3aKaukM BUpyCa Ha TBOe YCTPOMCTBO;

3. Mpn wncnonb3zosaHumn Wi-Fi oTknioun dyHkuymo "O6wmin goctyn K dannam wu
npuHTepam". [JaHHaa @YyHKUMSA 3aKkpbiTa N0 YMOJYaHWUID, OAHaKO HeKoTopble
noab30oBaTeNIn akTUBUPYIOT ee Ans yaobcTea ncnosb3oBaHusa B paboTte nnm ydebe;

4. He vcnonb3yn nybnndynbin WI-FI gns nepegaydun NNYHbIX AaHHbIX, HanpuMmep Ans
BbIX0A4a B COUMAsIbHbIE CETU UM B SNIEKTPOHHYIO MOYTY;

5. Ucnonb3yn ToNbkKoO 3awmuieHHoe coeanHeHmne yepes HTTPS, a He HTTP, T.e. npu
Habope Beb6-agpeca BBoan MMeHHO "https://";

6. B m™MobunbHoM TenedoHe oTkauM  dyHkumo  "MopknwodveHne K Wi-Fi
aBToMaTmnyeckun". He gonyckam aBToMaTUYECKOro MoAKAIOYEHUS YCTPOMUCTBa K CeTAM
Wi-Fi 6e3 TBOEro cornacwus.

CoumanbHble ceTn

CounanbHble CETM aKTUBHO BXOASIT B Hally XXW3Hb, MHOrMe nioam paboTaloT U XUBYT
TaM MNOCTOAHHO, a B Facebook yxe 3apeructpupoBaH Muannapg 4enoBek, 4TO
ABNSeTCd OAHOM CeAbMOW BCEX XUTeneh nnaHetbl. MHOrme nonb3oBaTenn He
NMOHUMAIOT, 4YTO MHPOPMaLUUS, pa3MeELLEHHAss UMN B COLMANbHbBIX CETAX, MOXET 6bITb
HangeHa M MCMNonb3oBaHa KeM YrogHo, B TOM 4ucie He obsasatenbHo ¢ 6narnmum
HaMepeHUsIMHU.

OcHOBHbIe coBeTbl N0 6€30NacHOCTN B COUMANbHbIX CETAX:

1. OrpaHunyb cnucok apy3en. Y Teba B ApPYy3bAX HE AO/MHKHO ObiTb ClyyYanHbIX U
HEe3HaKOMbIX N4eNn;

2. 3awmian cBo YacTHYH XM3Hb. He ykasbiBail naposn, TenedoHbl, agpeca, naTty
TBOEro poOXAEHUS W APYTYI JUYHYKO MHMOPMaUUD. 3/0YMbIWIEHHUKN MOTyT
NCMNonb30oBaTb Aa)ke MHdOpMauUUd O TOM, KakK Tbl U TBOM poaAUTENM MNaHUpyeTe
NPpOBECTU KaHUKY/IbI;

3. 3awmLan cBo penyTaumio - AepXn ee B YNCTOTE M 3adaBan cebe BoNpoc: xoTen
O6bl Tbl, 4TOGbLI Apyrne nosib3oBaTeNM BUAENW, YTO Tbl 3arpyxaewb? [Mogyman,
npexae 4eMm 4to-To onybnmKkoBaTb, HaNMCaTb U 3arpy3nThb;

4. Ecnu Tbl roBOpMLLb C JIIOABMWU, KOTOPbLIX HE 3HAELb, HE UCMOMNb3YN CBOE peasibHoe
UM U APYIYHO JINYHYIO MHGOpPMaUWKU: UMSA, MECTO XWUTENbCTBA, MECTO y4debbl U
npouee;

5. WN3beran pasmeweHns ddotorpadunini B WHTepHeTe, rae Tbl u306paxeH Ha
MECTHOCTM, MO KOTOPON MOXHO onpeaennTb TBOe MecTOMnosIoXKeHne;



6. lpu perucTpaumMmM B COUMANBbHON CETM Heo6XO0AUMO MWCMO/b30BaTh COXHbIE
naponu, coctoauimne u3 6ykB 1 LMdpP 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. Ons coumanbHoOW ceTn, MNo4YTbl U ApYyrux CanuToB HEO6XOAMMO MCMONb30BaThb
pasHble naponu. Toraa ecnun Te6a B3/10MAOT, TO 3M10YMbIWAEHHUKM NOMYyYaT AOCTYM
TOMbKO K 0AHOMY MECTY, @ He BO BCe Cpasy.

ONeKTPOHHbIe AeHbIU

DNEKTPOHHbIE AEHbIM - 3TO O4YeHb YAOOHbIN Crocob nnatexen, oaHaKO CYLWECTBYHOT
MOLIEHHWUKWN, KOTOPbIE XOTAT NONYYUTb 3TN AEHbIU.

DNEeKTPOHHblEe AEHbIrM NOSABUINCL COBCEM HEAABHO M MMEHHO M3-3a 3TOro BO MHOMMX
rocyaapcreBax A0 CMX MOP He NPONMCcaHo Npo HUX B 3aKOHaX.

B Poccumn e OHM (DYHKUMOHMPYKOT M O HUX YXe MNPONMCaAHO B 3aKOHe, rae ux
pa3aensiioT Ha HECKO/IbKO BMAOB - @aHOHUMHbIE M HE @HOHMMHbIE. PasHnua B TOM, 4YTO
aHOHMMHbIE - 3TO Te, B KOTOPbIX pas3pelwaeTcs npoBOAUTbL onepauun 6e3
naeHTuduKaunm nonb3oBaTens, a B HEAHOHUMHbIX uaeHTUdUKauus nosb3oBaTens
aBnseTca oba3aTtenbHON.

Takxe crneayeTt pasnmyaTb NEKTPOHHble duaTHble AeHbrn (paBHbl FOCYAAapCTBEHHbBIM
BanOTaM) W 3SNEKTPOHHble HedwuaTHble AeHbrn (He paBHbl rOCYAApPCTBEHHbIM
BasitoTaM).

OcHoOBHbIe coBeTbl N0 6e3onacHon paboTe € 3NEKTPOHHLIMU AEHbraMu:

1. MpuBaAXN K cyeTy MObUIbHbIN TenedoH. 3TO caMbli YAOOHbIN U 6bICTPbIN cNocob
BOCCT@HOBUTb AOCTYyNn K c4yeTy. lpuBszaHHbIN TenedoH noMoxeTt, ecnu 3abygelwwb
CBOI MNaTeXHbIN Naposib UK 3aldellb Ha CauT C HE3HAKOMOIro YCTPOMUCTBA;

2. Ncnonb3yn ogHopa3oBble naposnn. locne nepexofa Ha yCWIEHHYK aBTOpu3aumio
Tebe yxxe He ByaeT yrpoxaTb ONacCHOCTb KpaXn UK nepexsaTa NaaTeXHOro napons;
3. Bbibepun cnoxHblt naponb. lNpecTynHukam 6yaeT He MpoCcTo yradaTb CNOXHbIN
naponb. HagexHble naponn - 3To Naponn, KoTopble coaepxaT He MeHee 8 3HAKOB U
BK/IlOYAOT B cebsa CTpouHbie U NponucHble 6yKkBbl, LUN@Pbl U HECKOIbKO CMMBOJIOB,
Takne Kak 3HaK jonnapa, @dyHTa, BOCKAMUATENbHbIM 3HaK W T.n. Hanpumep,
$tRONg!;;

4. He BBOAW CBOM NINYHbIE AA@HHbIE HA CalTaX, KOTOPbIM He AOBepseLlb.

ANeKTPOoHHas no4rta

DNeKTPOHHas noyTa - 3TO TEXHOIOMMS N NPeAOCTaBIsSiEMble €10 YCNYrn rno nepechblske
N NOSTYYEHMUIO 3/TIEKTPOHHbIX COOBLLEHNI, KOTOPble pacrnpeaenstoTcs B KOMMNbOTEPHOMN
cetu. O6bl4HO 3MEKTPOHHbIA MNOYTOBbLIA SIWMK BbIMNSAUT cneaywowmnMm obpasom:
UMSA_Nonb3oBaTtena@uMa_aoMeHa. TakXke KpoMe nepeaadu npocTtoro TekcTa,
MMEeeTCs BO3MOXHOCTb NepeaasaTb dalbl.

OcHoBHble coBeTbl N0 6e3o0nacHoi paboTe C 3NEKTPOHHOM NOYTON:

1. Hago BblbpaTb MNpaBWbHbIA MOYTOBbIN CepBUC. B MHTepHeTe ecTb OrpOMHbIN
BbI6Op 6ecnnaTHbIX NOYTOBbLIX CEPBUCOB, OAHAKO Jlyylle A0OBEPATb TEM, KOro 3Haellb
N KTO MepBbin B pEUTUHTE;

2. He ykasbiBal B IMYHOM noyTe NMYHYO nHbopmMauuo. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIM_paHaT@" nnm "pok2013" BmecTo "Temal3";



3. Wcnonb3yi ABYX3TamHyk asTopu3auuto. 3TO Korga MNOMMMO Mapofas HYXHO
BBOAMTb KOA, NpUCbIJTaeMbI No SMS;

4. Bblbepn CNOXHbIA Naposib. [Aa Ka)kaoro rnoyTtoBOro suimka AoaxeH 6biTb CBOM
HaAeXHbIA, YCTONYNBLIM K B3/IOMY Naponb;

5. ECnn ecTb BO3MOXHOCTb HanucaTb CaMOMYy CBOWM JIMUHbLIA BOMPOC, UCMOMb3YyN 3Ty
BO3MOXHOCTb;

6. Mcnonb3yin HECKONMbKO MNOYTOBLIX AWMKOB. lepBbli AN 4YacTHOWM Mnepenucku C
agpecataMnm, KOTOpbIM Tbl AoBepsielb. DTO 3/IEKTPOHHbIM aapec He Haao
NCMNosb30BaTb MPU perncTpaunm Ha dopyMax U canTax;

7. He oTkpbiBal daiinbl n apyrme BAOXEHUS B NUCbMax, Aa)e eC/in OHW NpuUWan ot
TBOMX Apy3e. Jlyywe yTOUHW Y HUX, OTNpaBAsaAn in oHn Tebe aTn dannsbl;

8. MNocne okoH4YaHus paboTbl Ha MOYTOBOM CepBUCE Mepes 3aKpblTUeM BKNaaKu C
CcanToM He 3abyab HaxaTb Ha "BbinTn".

KnbepObynnuHr nunu BupTyanbHoe nsaeBaTenbCTBO

KnbepbynnunHr - npecnegoBaHuMe COObLWEHMAMM, coaepXKawmMm ockopbreHus,
arpeccuio, 3anyrmBaHue; XyJUraHcTBO; counasbHoe 60MKOTMpOBaHWE C MOMOLLbIO
Pa3/INYHbIX MHTEPHET-CEPBMUCOB.

OcHoBHbIe coBeTbl N0 6opbbe ¢ kMbepbynNHIoOM:

1. He 6pocaicsa B 6oi. Jlydwmnin cnocob: nocoseToBaTbCs Kak cebs BeCTU U, eCnu HeT
TOro, K KOMY MOXHO 06paTuTbCa, TO BHayane yCnokouTbCsA. EcnmM Tbl HaudHewb
oTBe4yaTb OCKOpb6seHMAMM Ha OcCKkopbieHusl, TO TonbKo euwe 6osiblie pa3oxXkKelwb
KOHMINKT;

2. YnpaBnsi cBoen knbeppenyTtaumen;

3. AHOHMMHOCTb B CceTu MHUMas. CyLlecTBYHOT Cnocobbl BbISCHUTb, KTO CTOUT 3a
AHOHMMHbIM aKKayHTOM;

4. He cTOMT BeCTM XynuraHckumini obpas BUpTyanbHOM XU3HU. NHTepHeT dukcupyeTt
BCE TBOW AENCTBUS M COXpaHSeT uX. Yaanutb nx byaet KpaHe 3aTpyaHUTENBHO;

5. Cobntogai cBoo BUPTYasibHYIO YEeCTb CMONoAy;

6. WrHopupyn eanmHuyHbln Heratme. OAHOpasoBble OCKopbuTenbHble COO6LLEHUS
nyduwe nrHopmpoBaTb. O6bIYHO arpeccus npekpalwlaeTcs Ha HavyanbHOM cTaauu;

7. baH arpeccopa. B nporpaMmmax ofmeHa MrHOBEHHbIMM COOb6LEHNAMMY,
COUManbHbIX CeTaX eCTb BO3MOXHOCTb 6/710KMPOBKM OTNpPaBKM COOBLWEHMA C
onpeneneHHbIX aapecos;

8. Ecnn Tbl cBupetenb KubepbynnuHra. TBOWM AeNCTBUSA: BbICTYNMUTb MPOTUB
npecneposartensi, nokasaTb €My, 4YTO ero JAencTBUs OLEHMBAlOTCS HeraTMBHO,
noaaepXaTb JXepTBY, KOTOPOM HyXHa MNCUXONOrMyeckas nmnomolb, CoobWnTb
B3pOC/bIM 0 (haKTe arpeCcCMBHOIO NOBEAEHUS B CETU.

MoOunbHbIN TenedoH

CoBpeMeHHble CMapTdOHbl M NAaHWeTbl coaepxaT B cebe BMosHe B3POC/bIl
byHKUMOHaAN, UM Tenepb OHW MOrYyT KOHKYpMpOBaTb CO CTaUMOHApPHbLIMU
KoMnbloTepamu. OaHaKo, CPeacTB 3aliuTbl ANns NOAO0O6HbIX YCTPOWCTB MoOKa O4YeHb
Maso. TecTMpoBaHME U MOWUCK YSI3BMMOCTEN B HUX MPOUCXOAUT HE TaK MHTEHCUBHO,
kak ans MK, To xe camoe KacaeTcs U MOBUMbHbLIX NPUNOXEHWIA.



CoBpeMeHHble MOb6UNbHbIE 6pay3epbl YyXe NpakKTUYecKn [OrHanM HacTofbHble
aHanorn, oAHaKko pacwumpeHune dyHKUMOHanNa BrnedveT 3a cobon 60MbLIYIO CNOXHOCTb
M MEHbLUYIO 3alMLLEHHOCTD.

[Janeko He BCe nNpoOU3BOAUTENW  BbINYCKalT O6HOBNEHWUS, 3aKpbiBalowne
KpUTUYECKMe yS3BUMOCTU ANS CBOUX YCTPOMCTB.

OcHoBHble coBeTbl AN 6e30nacHOCTU MOHBMBbHOro TenedoHa:

Huyero He saBnsieTca no-HactosweMy 6ecnnaTHbiM. Byab OCTOpOXeH, BeAb Koraa
Tebe npepnaratoT 6ecnnaTHbI KOHTEHT, B HEM MOryT ObiTb CKpPbITbl Kakue-TO
nnaTHble ycnyru;

Oyman, npexae 4yem oTtnpaButb SMS, doTo Unm BMAEO. Tbl TOYHO 3HaELlb, FAe OHU
6yayT B KOHEYHOM utore?

Heobxoanmo o6HOBMATbL ONepaUnOHHYO CUCTEMY TBOEro cMapTdoHa;

Ncnonb3yn aHTMBMPYCHblE NpOrpaMMbl Ans MObunbHbIX TenedoHOB;

He 3arpyxai npuaoXeHus OoT HEM3BECTHOINO0 UCTOYHMKA, BeAb OHM MOryT coaepXaTb
BpeaoHOCHoe nporpaMMHoe obecneyeHue;

MNMocne TOro Kak Tbl BblAelWb C CanlTa, rae BBOAMA NIMYHYKO MHMOPMaUWUIo, 3anan B
HacTporkn 6pay3epa n yganu cookies;

MNepunoanyeckn NpoBepsn, Kakme nnaTHble YCIYyrn akTMBMPOBaHbl HAa TBOEM HOMEpE;
[aBain cBo HOMep MO6WAbHOro TenedoHa TONbKO JOAAM, KOTOPbIX Tbl 3HaeWwb U
KOMYy AoBepsielb;

Bluetooth pomkeH 6bITb BbIKAOYEH, KOrga Tbl UM He nosnb3yewbcd. He 3abbiBan
MHOrAa NpoBepsiTb 3TO.

Online urpsbl

CoBpeMeHHble OHAAWMH-Urpbl - 3TO KpacO4Hble, 3axBaTbiBaloWMe pas3BfedyeHus,
obbeamHAWNE COTHM ThbICAY 4YenoBeK Mo BCeMy MUpy. Urpoku nccneaytoT AaHHbIN
UM Mup, obwatroTca Apyr C APYrOM, BbIMOMHSAT 3a4aHus, CpaXatoTca C MOHCTPaMMU M
nosy4atoT OnbIT. 3a YyAOBOMBLCTBME OHM NNATAT: MNOKYynakwT AUCK, OnaadusatoT
aboHeMeHT unun npnobpeTatoT Kakne-To onunu.

Bce 3T cpeactBa uvAyT Ha noAAdepXaHue U pasBUTME UrPbl, a TakKXe Ha camy
6e30NacHOCTb: COBEpPLUEHCTBYKOTCA CUCTEMbl aBTOpU3auuK, BbIMNYCKAKOTCA HOBble
natum (UndpoBsble 3ansaTtkn Ang NporpamMm), 3aKpbiBaOTCA YSA3BMMOCTM CEPBEPOB.

B nonobHbIX nrpax CTOMT onacaTbCsA HE CTONIbKO CBOMX COMEPHUKOB, CKOSIbKO KpPaXu
TBOEro naposnsi, Ha KOTOpPOM OCHOBaHa CMCTeMa aBTopm3auum 60NbLWNHCTBA UTP.
OcHoBHble coBeTbl N0 6e30MacHOCTN TBOEro MrPOBOro akkKayHTa:

1. Ecnu ppyron wurpok BegeTr cebs naoxo unm cospaeTr Tebe HEnpUSTHOCTH,
3abn0KMpyn ero B CNMCKEe UFPOKOB;

2. TMoxanynca agMUMHUCTpATOpaM Wrpbl Ha MJOX0e MoBeAeHWe 3TOro MUrpoka,
XenaTtenbHO NMpUIOXKNTb Kakme-TO AOoKa3aTeNbCTBa B BUAE CKPUHOB;

3. He ykasbiBal nn4Hy0 nHdopMaunto B npodaiine urpsol;

4. YBaxkal Apyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeoduumanbHble NaTtym n Moabl;

6. Ncnonb3yn cnoxHble U pasHble Naponau;

7. [daxe BO BpeMsl Urpbl HE CTOUT OTKAKOYaTb aHTUBMPYC. [loka Tbl Urpaelb, TBOW
KOMMNbOTEP MOryT 3apasuThb.



DULIKHT Unm KpaXxa NMNYHbIX gaHHbIX

O6bluHOM Kpaxel AeHer M AOKYMEHTOB CErofHs yXe HWUKOro He yaAMBMLLb, HO C
pPa3BUTUEM WHTEPHET-TEXHONOIMMI 3/10YMbIW/IEHHUKN NEepeMecTUINCb B UHTEPHET, U
NpoAo/IKAT 3aHMMaTbCs "NobUMbIM" AenoMm.

Tak nosiBUnacb HOBas Yyrposa: WMHTEPHET-MOLWEeHHWYecTBa WM (ULWIWHI, raBHas
Luesib KOTOPOro COCTOUT B MONYYEHUU KOHMUAEHUMANBbHbBIX AAHHbIX MOSib30BaTeNen -
NIOrMHOB M naponei. Ha aHrnuiickoMm sa3bike phishing untaetcs kak GuwuHr (oT
fishing - pbibHasa noens, password - Naposb).

OcHoBHble coBeTbl Mo 60pbbe ¢ PULMHIOM:

1. Cnegn 3a cBOMM akkayHToOM. Ecnu Tbl nmopo3peBaellb, YTO TBOS aHKeTa 6bina
B3/lOMaHa, TO HeobxoauMmo 3abnokumpoBaTb ee UM COO6WMTb agMUHUCTpPaTOpaM
pecypca 06 3TOM Kak MOXHO CKopee;

2. WNcnonb3yn 6e3onacHble Beb6-calTbl, B TOM YUCNE, WHTEPHET-MarasmHoOB U
MOUCKOBbIX CUCTEM;

3. Nicnonb3yi crioXxHble U pasHble naponu. Takum obpasoM, ecnu Teba B3NOMAKT, TO
3/10YMbILWNEHHMUKN NoNyYaT AOCTYN TONbKO K OAHOMY TBOeMY MNpodwu/ito B CETU, a He
KO BCeM;

4. Ecnn Tebsa B3nomanu, TO HeobxoamMO npeaynpeauTb BCEX CBOMX 3HAKOMBbIX,
KoTopble aobasneHbl y Teba B Apy3bsax, O TOM, 4To Tebs B3noManu 1, BO3MOXHO, OT
TBOEro MMeHu 6yaeTt paccbiyiatbCsA CNaM U CCbIIKM Ha PULLNHIOBbIE CanTbl;

5. YcTtaHoBK HagexHbih naponb (PIN) Ha MobunbHbIN TenedoH;

6. OTKAO4YKM coxpaHeHune napons B 6paysepe;

7. He oTkpbiBal daiinbl n apyrme BAOXEHUS B NUCbMaXx, Aa)e eC/n OHW NpuWwan ot
TBOMX Apy3en. Jlyywe yTOUHU Y HUX, OTNpaBAsaAn in OoHKU Tebe aTn dainebl.

LincdppoBas penyrauus

Undposasa penyTaumsa - 3TO HeratTMBHas WM MNO3UTUBHASA MHQOpMauMs B CETU O
Tebe. KomnpomeTupywwas uWHPopMaums, pasMeweHHas B WHTEpPHEeTe, MOXeT
cepbe3HbiM 06pa3oM OTpasuUTbCS Ha TBOEW peanbHoM Xu3Hu. "LUndposas penytaumsa"
- 3TO TBOM UMNOXK, KOTOPbIN hopMupyeTca ns nHdopmaumm o tebe B MHTEpHeTE.
TBOE MEeCTO XUTenbCTBa, Yy4yebbl, TBOe MHAHCOBOE MONOXEHNE, O0CO6EeHHOCTH
XapakTepa u pacckasbl 0 61M3KNX - BCE 3TO HaKanJMBaeTCs B CETU.

MHorme NoApoOCTKM SIEFKOMbICNIEHHO OTHOCATCA K Nybnmkaumm NMYHOM MHpopMaunm B
NHTepHeTe, He nNOoHMMAs BO3MOXHbIX MOCAEACTBMI. Tbl pJaXxe He CMOXelb
AoragaTtbCs O TOM, 4TO oTorpadus, pasMelleHHas 5 neTt Hasaa, crana NMpUYMHOMN
OTKasa npuHATbL Tebs Ha paboTy.

KomMMeHTapuu, pasMelwieHune TBoux doTorpaduii u apyrne [AenCTBUS MOryT He
MCYE3HYTb Aa)ke Nocfie Toro, Kak Tbl UX yAanuib. Tbl HE 3Haelb, KTO COXpPaHUN 3Ty
nHdopMaumo, nonasa S OHa B MOWUCKOBble CUCTEMbI M COXpaHMIacb NIM OHa, a
rnaBHoOEe: YTO nNogyMatoT o Tebe okpyXKatowme 4N, KOTopble HAaWAYT U yBUAAT 3TO.
HainTn wHdopMaumio MHOro et Ccnycrs cMmoxet nawbon - kak um3  pobpbix
noby>XAeHWN, TaKk U C HaMepeHMeM NPUYNHUTL Bpea. DTO MOXET 6bITb KTO YrOAHO.
OcHOBHble CcOBeTbI MO 3awmnTe uMdpoBON penyTaunm:



1. NMogymain, npexae 4yem 4to-To NybnmMKkoBaTb M nNepenasaTtb y ceba B 6nore unun B
counanbHOM ceTu;

2. B HacTpoiikax npoduas yCcTaHOBM OrpaHU4YeHuMs Ha NpocMOTp TBoero npodunsa um
€ro Coaep>XmMoro, caenan ero Tonbko "ana apysen";

3. He pa3Mewarnn un He ykasbiBan MWHGOPMaUUKD, KOTOpass MOXET Koro-aubo
oCcKopbnaTb MnmM obuxaTb.

ABTOpCKOE npaBo

CoBpeMeHHble LWKONbHUKU - aKTMBHbIE MNOMb30BaTenn UMEMPOBOro MPOCTPAHCTBA.
OpgHako paneko He BCe 3HalT, 4YTO NOMb30BaHME MHOMMMWU BO3MOXHOCTAMMU
uMdpoBoro Mnupa Tpebyert cobnoaeHns npas Ha MHTENNEKTYanbHY CO6CTBEHHOCTD.
TepMUH "WHTennekTyasnbHas COBCTBEHHOCTb" OTHOCUTCHA K pPa3/iNyHbIM TBOPEHUSAM
4YenoBeYyecKoro yMa, HauumHas C HOBbIX M306peTeHnit M 3HaKoB, 0603HaYalWMX
CO6CTBEHHOCTb Ha MNPOAYKTbl W YCAYyruM, U 3aKaH4ymBas KHuUramu, doTtorpaduamm,
KMHOMDUIBbMaMN U My3blKaSilbHbIMW NPOU3BEAEHUSMMW.

ABTOpCKME npaBa - 3TO nMpaBa Ha WHTENNEeKTyalbHYyl0 COBCTBEHHOCTb Ha
NpoM3BEeAEHUS HayKW, nuTepaTtypbl M WUCKyCcCTBa. ABTOPCKME MpaBa BbICTyNawT B
KayecTBe rapaHTum TOro, YTO MHTENEeKTYaNbHbIN/TBOPYECKM Tpya aBTopa He byaeTt
HanpacHbIM, AacT eMy ChnpaBeasiMBble BO3MOXHOCTM 3apaboTaTb Ha pesysbTaTax
CBOero Tpyaa, nosy4mTb U3BECTHOCTb M Npu3HaHue. HUKTo 6e3 paspelleHus aBTopa
HEe MOXeT BOCMPOM3BOAUTL €ro npousBeAeHue, pacnpoCcTpaHaTb, Nyb6naMYHO
AEeMOHCTpMpOBaTb, NpoAaBaTb, WMMNOPTUPOBATb, MycKaTb B MpokaT, nybanyHo
MCMNOMHATbL, NOKa3blBaTb/UCMONHATE B 3dupe nnm pasmewaTb B IHTepHeTe.
Mcnonb3oBaHne "nupatckoro" mnporpaMMHoOro obecrnedeHmss MOXeT MNpuBecTn K
MHOrMM pWCKaM: OT MNOTEPU AAHHbIX K TBOMM aKKayHTaMm A0 670KMPOBKM TBOEro
yCTPOWCTBa, rae yCTaHOBMeHa HenerasbHas nporpamMmMa. He ctouT Takxe 3abbiBaThb,
YTO CYLLEeCTBYIOT sierasbHble U 6ecnnaTHble MporpamMmbl, KOTOPble MOXHO HaWTu B
ceTn.

O nopTane

CeTeBVI‘-IOK.pCb - TBOW TrNaBHbIA COBETUYMK B CETU. 3AeCb Tbl MOXELUb Y3HAaTb O
6e30MacHOCTM B CETU MNOHATHbIM U AOCTYMNHbIM A3bIKOM, a Npn BO3HWKHOBEHWUU
KpMTquCKOVI CnTyauunm 06paTVITbCFl 3a coBeToM. A Takxe NMPUHATbL Yy4YacCTue B
KOHKYPCaX U CTaTb CaMbiM Ll,VICprBbIM Fpa)KLl,aHVIHOM!



